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1.1 Back Ground of the Problem
Mobile banking is the technology that allows customers to access banking and financial services through the use of their mobile devices such as mobile phones and personal digital assistant (PDA). Since the use of mobile devices has significantly improved over the past few years, banks and financial institutions have set up mobile banking systems to allow customers to withdraw, transfer and deposit money to make banking more convenient, secure and easier to access. Although mobile banking may offer benefits, there are also risks involved in mobile banking. 

Accessing financial services through mobile banking involves submitting personal information through a text messaging platform. Hackers can try to access those messages through unsecure communication channel. Also risks involve the bank and financial institution’s not put in enough encryption security of its technology hence would leave the customer’s personal information open for interception. Globally, the increase of mobile telecommunications technology has made mobile phones increasingly common and available for users even in the remotest part of the world. 

According to FinMark (2008) in managing the risk of mobile banking technologies report noted that mobile payments and mobile banking are now spreading fast in developed and developing countries. The use of mobile phones for mobile Financial Services (m-FS) is relatively new and, as a consequence, the knowledge of the risks and the risk experience of providers are still limited. Laforetand Li (2005) investigated consumers’ attitudes towards online and mobile banking in China and concluded that security was the most important factor that motivated Chinese consumer adoption of mobile banking. Also found that the main barriers to mobile banking were found to be the perception of risks, low computer and technological skills and, in the main a lack of awareness and understanding of the benefits provided by mobile banking.

A study by Sripalawat et al.; (2011) examined positive and negative factors affecting m-banking acceptance in Thailand. Subjective norms, perceived usefulness, perceived ease of use, and self-efficacy were considered as the positive factors, and device barrier, perceived risk, lack of information, and perceived financial cost as the negative factors concluded that the positive factors have more influence than negative factors towards the acceptance of mobile banking. Among the positive factors, subjective norm is the most influential factor in m-banking adoption in Thailand

In Africa, the adoption and use of mobile banking has the potential to extend the limited nature and reach of the formal financial sector to the poor and rural population. However, although mobile banking for the unbanked has been deployed in at least 44 countries so far, there is currently limited literature on its adoption and use (Donner and Tellez, 2008). Brown et al. (2003) examined the factors that influence the adoption of mobile banking in South Africa on the basis of innovation diffusion theory, banking needs, perceived risk internet experience, subjective norm, and self-efficacy. Study concluded that relative advantage, trial periods, and consumer banking needs, along with perceived risk, have a major negative influence on the adoption of mobile banking. Although mobile banking was introduced in Ghana in 2009 by MTN it was still quite new to most people, especially in the rural areas. Mobile phone users were unaware that mobile banking services were available. Also study found that customers were unsure of how the services operated or how could take advantage of the users. Additionally persistent network fluctuation, unavailability of funds from the agents, the effect of loss of mobile phone, unauthorized use and the fear of mistakenly transferring funds to someone unknown were some of the few barriers to using the mobile banking services in Ghana. (Tobbin, 2012)

In Tanzania, the advent of mobile phone financial services during the recent 5 years is revolutionizing the landscape of financial services (Sije, 2012).The rapid increase in service coverage provides proof that the mobile phone channel is an effective way of providing access to people all over Tanzania including the rural areas which were previously excluded. According to Komba (2013) the rapid influence of technology in the telecommunication industry has enabled registration of 30 million mobile money accounts of September 2011.

Komba (2013) revealed that, there are 4 Mobile Network Operators (MNO) with 69,000 mobile money agents and third party merchants offering money transfer and payment services. This has diversified the financial system with new entry of non-financial service providers. Within a short period of five years there are 9.8 million mobile money active users, equivalent to 43 percent of the adult population as of September 2013. (Komba, 2014). Despite the huge mobile banking services opportunity in Tanzanian mobile industry, the country does not isolate from the risk facing other developing countries particular African nations such as cost, outsourcing, infrastructure, high rate of tax, technological changes, legal and regulations, security and privacy. (Ally, 2014, Nyamtigaet et al., 2013; Kaimukilwa, 2012 and Bångens and Söderberg 2011)

1.2 Statement of the Problem
Banking organizations have been delivering mobile banking services to customers and businesses remotely for years. However, the increased worldwide acceptance of the Internet as a delivery channel for mobile banking services provides new business opportunities for banks as well as service benefits for their customers. Despite the significant benefits of technological innovation, the rapid development of mobile banking services capabilities carries risks as well as benefits and it is important that these risks are recognized and managed by banking institutions in a careful manner.

Ally (2014) revealed that there are legal challenges coupled with the adoption of mobile banking since Tanzanian laws do not cover online contracts, legality of mobile banking, money laundering, electronic money, consumer protection and cybercrimes. Also mobile banking technology can be a new platform for money laundering and terrorism related activities in Tanzania. Furthermore in a country there is no national identity system to conduct Know Your Customer (KYC) procedures for mobile banking users’ registration. Sije (2013).reveled it is difficult to prosecute cyber-crimes because there is no law for that. Also there are no statutes to address the problems of criminal activities that take place over the Internet including mobile banking. The envisaged laws would also help to address legal issue in electronic financial transactions in Tanzania as currently there were no cyber-crime laws.

According to IFC(2010) it was concluded that the challenges presented by mobile banking involve the risks which present, regulations; money laundering issues, security, privacy and consumer protection However, this note does not deal with anti-money laundering related issues, but identifies the most important supervisory risks and challenges with regard to mobile banking services. 

From the above studies have been noted that to work on assessment of risk awareness for mobile banking users in Tanzania since the models which were controlled the mobile banking business in the country have creating a gap because there has no direct contractual relationship with the customers and mobile banking providers. Instead, customers exchange cash at a retail agent in return for an electronic value. Also there is no legal and regulatory control structure to determine significant features such as authority of mobile banking transactions, connection between the banks, merchants and customers in the country. 

This gap puts the customers on risk for losing their protection from the mobile banking provider and the banks also might affected with money laundering and cybercrime. Furthermore the use of plain text for message exchange between the customer and the bank server sets the transactions at a risk of interception because SMS technology does not support encryption message. Moreover customers have been probable to disclose their PIN to some other persons at some point; be it intended on unplanned whom might be involved PIN being intercepted without the user’s awareness these gap has caused the customers to lose their privacy and security from the services.
1.3 Research Objectives
1.3.1 General Research Objective
The main object of the research was to assess the risk awareness among mobile banking users in Tanzania.

1.3.2 Specific Research Objectives
The specific objectives of the research were;
1.	To find out the operational procedures and policies for mobile banking operators in Tanzania.
2.	To identify the risks associated with mobile banking services in Tanzania.
3.	To identify the causes of risk for mobile banking services in Tanzania.

1.4 Research Questions
The research questions were
1.	What are the operational procedures and policies for mobile banking services in Tanzania?
2.	What are the risks associated with mobile banking service in Tanzania?
3.	What are the causes of risks for mobile banking services in Tanzania?

1.5 Significance of the Study








According to Federal Reserve Survey (FRV)(2011) Mobile banking defined as using a mobile phone to access bank account, credit card account, or other financial account. Also Njenga, (2011) define mobile banking is used to denote the access to banking services and facilities offered by financial institutions such as account based savings, payment transactions and other products by use of an electronic mobile device. Furthermore mobile banking is the activity whereby a customer uses their mobile phone to interact with their bank either directly or indirectly via mobile financial service provider (Banks and Telecommunication Companies).whereby the customer issues instructions, authenticates and or receives information through the mobile phone (Trust,2008).

2.1.2. Risk
Risk is a function of the likelihood of a given threat sources exercising a particular potential vulnerability, and the resulting impact of that adverse event on the organization.(Proteus, 2006). Also Roberts (2003) define the risk as possibility of suffering harm or loss; the potential for realizing unwanted negative consequences of an event. Moreover risk is defined as a consumer’s belief about potential uncertainty (Tobbin, 2009). 

According to Lowrance (1975) risk is a measure of the probability and severity of adverse event, Also risk is ability of the system to withstand a major disruption within acceptable degradation parameters.(Haimes, 2011). Furthermore defined risk is an uncertainty that can have a negative or positive effect on meeting project objectives (Schwalbe, 2010). According to Pfleeger (2002) risk is an uncertain event or set of circumstances that, should it occur, will have an effect or impact on achievement of the objective. From the definition is observed that risk is the effects of uncertainty on objectives include events which may or may not happen and uncertainties caused by lack of information. It also includes both negative and positive impacts on objectives. Hence the author’s resembled on their definition.

2.1.3 Risk Awareness
Risk awareness is developed in organizations through programs that encourage users to undertake a risk assessment in their minds before commencing services (Hopkins, 2005). Also risk awareness is a cultural approach to safety but it is also a form of risk assessment and has been variously referred to as ‘informal risk assessments on day-to-day tasks’ (Joy and Griffiths, 2005).

2.2 Theoretical Review
2.2.1 Theories of Information Systems Adaption
Since the late 1980s, technology adoption research has focused on exploring the determinants of users’ intentions to use new technologies. Many theories have been developed to study Information Technology (IT) adoption issues, including the theory of reasoned action (TRA) (Fishbein and Ajzen, 1975), the technology acceptance model (TAM) (Davis, 1989), the extended technology acceptance model (TAM2) (Venkatesh and Davis, 2000), the theory of planned behavior (TPB) by Ajzen (1991), the innovation diffusion theory (Rogers, 1995) and the unified technology acceptance user technology (UTAUT) (Venkateshet al., 2003).

The theories of reasoned action (TRA), theory of planned behavior (TPB), and technology acceptance model (TAM) are models follow the attitude-behavior paradigm that suggests that actual behavior is declared through intention toward the behavior. Intention is influenced by attitude and subsequently salient beliefs influence attitude. Ozdemir and Trott (2009) introduced TAM as an extension of the TRA, but with more focus on the context of computer use (Ozdemir and Trott, 2009). The theory of planned behavior (TPB) is a further extension of the theory of reasoned action (TRA) that further explains computer use behavior (Gerrard et al, 2006).

2.2.2 Theory of Reasoned Action (TRA)
Theory of Reasoned Action (TRA)as presented below in Figure 2.1, is claims that behavior is a direct consequence of behavioral intention (Fishbein and Ajzen, 1975) An individual’s intent to adopt an innovation is influenced by his or her attitude toward the behavior and subjective norm. Subsequently, a person’s behavior is determined by his or her intention to perform the behavior. The attitude toward performing the behavior is an individual’s positive or negative belief about the performing the specific behavior. 

In fact, attitudes are comprised of the beliefs a person accumulates over his lifetime. These beliefs are created from experiences, outside information, or from within the self. Only a few of these beliefs, however, actually influence attitude. Subjective norm is beliefs about what others will think about the behavior; in other words, the perceived influences of social pressure on an individual to perform or not perform the behavior. The person’s belief that specific individual or groups think he should or should not perform the behavior and his motivation to comply with the specific referents (Yahyapour, 2008;Fishbein, 1980)

Figure 2.1: A Theory of Reasoned Action (TRA) Model
Source: Fishbein and Ajzen (1975).

2.2.3 The Theory of Planned Behavior (TPB)
The theory of planned behavior as presented in Figure 2.2 below is a theory claimed that an attitude intention behavior model, which posits that an individual’s behavior is determined by perceived behavioral control and intention. An attitude, subjective norm, and perceived behavioral control, in turn, determine intention. The TPB proposed that an individual’s intention to perform an act is affected by his attitude toward the act, subjective norms, and perceived behavioral control (Johnson and Hall, 2005).According to TPB, an individual’s behavior is determined by behavior intention(BI) and perceived behavioral control, and BI is determined by attitude toward behavior subjective norm (SN), and perceived behavioral control (PBC). Attitudes toward behavior reflect one’s favorable or unfavorable feelings of performing a behavior. (Hsu et al, 2006)

Figure 2.2: The Theory of Planned Behavior (TPB) Model
Source: Johnson and Hall (2005)

2.2.4 The Technology Acceptance Model (TAM)
TAM is explained what determines technology acceptance capability of explaining user behavior across a broad range of end-user computing technologies and user populations, while being both cost-conscious and theoretically justified. (Davis et al., 1989)shown in Figure 2.3.TAM is an adaptation of the Theory of Reasoned Action (TRA), which claims that behavior is a direct consequence of behavioral intention (Fishbein and Ajzen, 1975).In general, TAM inspects the intervening role of perceived ease of use and perceived usefulness on the probability of system use (Legris et al., 2003).

Perceived usefulness (PU) is defined as the prospective user’s subjective probability that using a specific application system will increase his or her job performance within an organizational context. Perceived ease of use (PEoU) refers to the degree to which the prospective user expects the target system to be free of effort (Davis et al., 1989,). In the model, both, perceived usefulness (PU) and defined as the user’s evaluation of the desirability to use the system. The individual’s behavioral intention (BI) is directly influenced by the attitude (A) and perceived usefulness (PU). TAM is found as able to provide a reasonable depiction of a user’s intention to use technology (Legris et al., 2003). And it has been widely utilized in research to determine the probability of adopting an online system and user perceptions of system use (Alsajjan and Dennis, 2010); (Teo et al., 1999); Gefenand Straub, 2000; Moon and Kim, 2001).

Research has suggested that usefulness is a significant factor for the acceptance of mobile banking services (Koivumaki et al., 2006; Al Sukkar and Hasan, 2005; Wang et al., 2006). TAM helps senior staff responsible for offering and developing banking products online and information systems developers’ predicate users’ behavioral intentions. This can lead to actual changes and modifications in people’s behavior when thinking about and using mobile banking technologies. This knowledge, or at least additional insight, allows information systems developers to plan ways to make as system appear easier to use, and allows banking and technology experts to develop new ways to support the needs and expectations of mobile banking customers (Karjaluto, 2002).











Figure 2.3: Technology Acceptance Model (TAM)
Source: Davis (1989)

2.2.5 Extended TAM Model (TAM2)
Venkatesh and Davis (2000) introduced social and organizational issues such as subjective norms, impression, quality of output and work relevance into the TAM model, and proposed the professed extended TAM model (TAM2) shown in Figure 2.4 below. In a study focused on investigating the drivers of mobile banking business, Wu and Wang (2005) combined TAM2 with Rogers innovation diffusion theory (IDT) (1995). The PU and PEOU constructs from the TAM2 model were combined with the Perceived risk and Cost concepts. Wu and Wang (2005) also added the compatibility constructs from the IDT model. 
Luarn and Lin (2005) conducted a study in Taiwan, where TAM and the theory of planned behavior (TPB) by Ajzen (1991) were combined. The study investigated the possible factors affecting the behavioral intentions of mobile banking users. These factors include perceived usefulness (PU), perceived ease of use (PEOU), perceived credibility, self-efficacy, and perceived financial cost (Luarn and Lin, 2005). According to Lee (2009) study in Taiwan which investigated the factors influencing the adoption of internet banking, the TAM and TPB were integrated and perceived risk and perceived benefit constructs were added to the research model. Lee discussed the following five antecedents of perceived risk: performance risk, social risk, financial risk, time risk and security risk. The perceived risk has been applied to explain consumer behavior and decision-making since the 1960s (Taylor, 1974). 

In recent decades the definition of perceived risk has changed as people have engaged in mobile transactions. Initially perceived risk was primarily related to fraud or product quality, but today perceived, risk is related to financial, psychological, physical, or social risks in mobile transactions (Forsythe and Shi, 2003; Ian et al., 2008).In the literature, the notion of time risk determined by Roselius (1971) has also been taken as a dimension of perceived risk (Stone and Gronhaug, 1993; Dholokia, 1997). In addition to these perceived classic risk dimensions, the emergence of the Internet and hyperspace has created new forms of risk perceptions, privacy risk (Cases,2002;Pikkarainen et al., 2004) and security risk (Pikkarainen et al., 2004). Lee et al. (2003) claimed that the perceived risk dimensions, with the exception of psychological risk, could explain why consumers might not want to adopt mobile banking services. 












Figure 2.4: Research Model Based on TAM2 with Perceived Risk
Source: Ismail and Masinge (2011)
2.3 Empirical Analysis
Ahad et al (2012) on the study of an Empirical Study of Factors Influencing the SME’s Intention to Adopt mobile banking in Rural Bangladesh were used descriptive and a quantitative method.. This research used a survey which was administered to SMEs within rural villages in Bangladesh. The participants were given the questionnaire in both English and Bangla. The survey data were analyzed by SPSS version 17. The study finding shows that mobile phones are the technology of choice of the SME owners or managers in Bangladesh for mobile banking services. Thus, interoperability of mobile phones between the mobile networks provides is important for mobile banking businesses.

However, finding revealed that gender and education are two identified demographic factors that are associated with mobile banking adoption. Education has two aspects for illiterate people find the service unsuitable from a literacy standpoint and also people from a lower educational background may not understand the usefulness of banking. Moreover, this study shows that unbanked and dissatisfied banking customers do not have the intention of adopting the service. Therefore mobile banking providers have to think how will make this service attractive to those who have no intention to adaptor the services.  However, the study findings reveal that SME owners or managers need low cost, even possibly no cost accounts, to take advantage of small savings and micro credit opportunities. Furthermore the finding shows that mobile phone ownership among rural SMEs managers and owners adopt mobile banking technology, if the technology has a use and is affordable to buy and to maintain.
2.3.1 Strength
The study lies in presenting, of mobile banking framework for rural Bangladesh that includes customer perspective factors. Also the study considers ICT adoption in the SMEs which is the second source of income in Bangladesh. Moreover, the study was providing useful insights into human behavioral and motivational factors which affect attitudes towards the adoption of mobile banking in developing countries

2.3.2 Weakness
This study examines the effect of mobile banking factors on the aim to adopt the service by rural SME owners or managers. The study presents poor banking satisfaction, credibility, cost, gender, education and the business type of the SME as significant factors. Moreover, the factors are only from a consumer perspective does not integrate the consumer view with factors derived from mobile technology providers, banking organizations and regulatory perspectives

2.4 Review Relevant Studies
2.4.1 Mobile Banking Services Operational Procedures and Policies
With the speedy growth in the number of mobile phone subscribers in Tanzania banks have been exploring the feasibility of using mobile phones as an alternative channel of delivery of banking services. Banks have started offering information based services like balance enquiry, payment and withdraw. Acceptance of transfer of funds instruction for credit to beneficiaries of same or another bank in favor of pre-registered beneficiaries have also commenced in a few banks. Considering that the technology is relatively new and due care needs to be taken on security of financial transactions, there has been need for a set of operating procedures and policies that can be adopted by banks (Komba, 2013)

According to Nyamtiga et al. (2013) a number of mobile transactions have been introduced in Tanzania that provide solutions for bill payments, mobile phone recharge, and money transfers. The schemes can be categorized into two main groups; mobile money systems that are offered by telecom companies and mobile banking systems that are offered by banking institutions. Mobile money systems in Tanzania include M-Pesa offered by Vodacom, TigoPesa by Tigo, Airtel Money by Airtel, and EzyPesa of Zantel Tanzania. 

The mobile banking schemes include Sim Banking offered by CRDB Bank, NMB Mobile of National Microfinance Bank, ACB Mobile of Akiba Commercial Bank, TPB Popote of Tanzania Postal Bank, Mkombozi Bankplus offered by Mkombozi Commercial Bank and B-Mobile of BOA Bank among others. Mobile Banking describes a system that involves performing banking transactions using mobile devices. This scheme allows a customer to request information regarding the status of a personal account, and perform other related transactions. The overall structure of the scheme for successfully performing a transaction begins with a consumer on one side and ends with a bank on the other

According to BOT (2013) a banking institution seeking to conduct mobile banking business shall apply and obtain prior written approval of the BOT before commencing business. Mobile banking services involves debit or credit to a customer’s account’s on the basis of funds transfer instruction received over the mobile phones. Providing the framework for enabling mobile banking services to banking customers would generally involve the collaboration of banks, mobile payments service providers and mobile network operators (MNOs). The service can also be provided as a proximity payment system, where the transactions are independent of the MNOs. In mobile payment systems, the banks provide the basic service framework, ensure compliance to KYC/AML norms, creates a risk management and mitigation framework, and ensures settlement of funds. 

An approved banking institution shall determine, based on agent risk assessment, which permissible activities a particular agent should provide. An agent shall not carry out transactions in currencies other than Tanzanian shillings. An approved banking institution shall enter into a written agreement with an agent for the provision of permissible activities on its behalf as specified in these procedures an agency agreement entered into between an approved banking institution and an agent shall comply with these procedures and other relevant laws, (Nadeem, 2008). The mobile banking service providers are intermediaries for providing the technology framework for the implementation of the mobile banking services. The mobile network operators provide the telecom infrastructure and connectivity to the customers. Their role is limited to providing the SMS, voice and data services connectivity and in hosting the certain technology solutions like USSD. Towards building a mobile banking framework in Tanzania, these procedures are meant only for banking customers within the same bank and across the banks. Banks offering mobile banking service to ensure compliance to these procedures.

The mobile banking services are restricted to only to bank accounts in Tanzania which are KYC/AML compliant. The procedures on Know Your Customer (KYC) and Anti Money Laundering (AML) are applicable to customers choosing for mobile based banking service. KYC is the due diligence that banks and other regulated companies must perform to identify their clients and ascertain relevant information related to doing financial business with them. KYC policies are becoming increasingly important globally to prevent or identify transactions relating to theft, fraud, money laundering and terrorist financing. However important one might be, no bank of professional standing will open an account until that customer passes the mandatory KYC procedures Banks should offer mobile based banking service only to their own customers. Banks should have a system of registration before commencing mobile based banking service to a customer(Mworia, 2011).

In the conduct of agent banking business, an approved bank shall comply with all applicable Anti-Money Laundering and Combating Financing of Terrorism laws and requirements. Banks should ensure that agents identify customers with at least two factor authentications like IDs, PINs, passwords, while performing any transaction requiring identification. Report within twenty four hours all suspicious activities that come to their knowledge. Transact agent banking business strictly as per the transactional limits prescribed by the institution. Banking institution shall train its agents on Anti-Money Laundering (AML) and Combating of Financing of Terrorism (CFT) requirements Bank shall be responsible to ensure that an agent complies with legal and regulatory requirements including customer protection and data privacy (Lewis et al, 2010).  

An agent shall not the following
(i)	Sub-contract agent banking business
(ii)	Charge any fees directly to the customers.
(iii)	Offer guarantee to bank clients;
(v)	Offer any financial services without an agency agreement with a banking institution;
(vi)	Tooperate or carry out an electronic transaction when there is communication failure in the system;
(vii)	Carry out a transaction when a transactional receipt or acknowledgement cannot be generated.
(viii)	Carry out agent banking business when, in the opinion of the institution the initial commercial activity has ceased or is significantly diminished.

The technology used for mobile banking must be secure and should ensure confidentiality, integrity, authenticity and non-reputability. An illustrative, but not exhaustive framework is given at The Information Security Policy of the banks may be suitably updated and enforced to take care of the security controls required specially for mobile phone based delivery channel. The customer protection issues assume a special significance in view of the fact that the delivery of banking services through mobile phones is relatively new, (Ally, 2014).

According to BOT (2013) the Board of Directors of an approved banking institution shall be responsible for proper management of the risks associated with agent banking business. Also, the board shall review and approve agent banking strategy and the risk management policies for agent banking, review management reports demonstrating compliance with the approved risk-management policies and regulatory requirements for agent banking. Also take an explicit, informed and documented strategic decision as to whether and how the banking institution is to provide agent banking services to their customers; and ensure that the banking institution has proper security control policies to safeguard its systems and data from both internal and external threats.

2.4.2. Risks Associated with Mobile Banking Services
Mobile banking services has been facing risks which are categorized in two groups’ operational risks and technical risks.

2.4.2.1 Operational risks
Bessel II (2006) defined operational risk as a risk of a change in value caused by the fact that actual losses, incurred for inadequate or failed internal processes, people and systems, or from external events including legal risk, differ from the expected losses. Also include other classes of risk, such as fraud, security, privacy protection, and legal risks, physical example infrastructure shutdown or environmental risks. 

According to (Unchiaşu, 2009) operational risk is the risk of loss resulting from inadequate or failed internal processes, people and systems or from external The legal risk, defined as the risk of loss because of legally flawed actions of the bank or its employees, ambiguity regarding the requirements and effects of the law itself, relevant inefficiencies of any country’s legal system; The risk that is not inherent in financial, systematic or market-wide risk but remaining after determining financing and systematic risk, and includes risks resulting from breakdowns in internal procedures, people and is an important consideration to make when looking at potential investment decisions. Industries with lower human interaction are likely to have lower operational risk. events. These risks involved, strategic risk, business risks, legal risk, outsourcing risk and Management information systems.

Mobile banking is relatively new and, as a result, there can be a lack of understanding among senior management about its potential and implications. People with technological, but not banking, skills can end up driving the initiatives. Initiatives can spring up in an incoherent and piecemeal manner in firms. Study revealed that can be expensive and can fail to recoup their cost. Furthermore, show that often positioned as loss leaders but may not attract the types of customers that banks want or expect and may have unexpected implications on existing business lines.

This also significant since the newness of mobile banking, nobody knows much about whether mobile banking users will have different characteristics from the traditional banking customers. Also may well have different characteristics example customer may want it all and want it now. This could render existing score card models inappropriate, thus resulting in either higher rejection rates or inappropriate pricing to cover the risk. Banks may not be able to assess credit quality at a distance as effectively as do in face to face circumstances. It could be more difficult to assess the nature and quality of collateral offered at a distance, especially if it is located in an area the bank is unfamiliar with. Furthermore as it is difficult to predict customer volumes and the stickiness of mobile deposits it could be very difficult to manage liquidity. Moreover the bank not following the rules and regulation for mobile banking, normally risk mainly arise from virtual bank when mobile banking services are offered without complying the rule and regulation of country.
Besides the number of banks offering mobile banking services outsource related business functions, example security, either for reasons of cost reduction or, as is often the case in this field, because there is not appropriate expertise in-house. Outsourcing a significant function can create material risks by potentially reducing a bank’s control over that function. Additionally, the banks may have difficulties in obtaining adequate management information to monitor mobile banking service, as it can be difficult to establish or configure new systems to ensure that sufficient, meaningful and clear information is generated. Such information is particularly important in a new field like mobile banking. Banks are being encouraged to ensure that management information systems have all the information that required in a format that easy to understand and that does not cloud the key information with superfluous details.

2.4.2.2 Technical Risks
Refer the probability of loss incurred through the execution of a technical process in which the outcome is uncertain. These risks are of non-human being interaction such as security, privacy, and technology. Security issues are a major source of concern for everyone both inside and outside the banking industry. Mobile banking increases security risks, potentially exposing till now isolated systems to open and risky environments. Many banks are finding that their systems are being probed for weaknesses hundreds of times a day but damage or losses arising from security breaches have so far tended to be minor. Security violations can cause various problems, including the breakdown of operating system or prevent access to the information, and customers do not trust the security infrastructure on the mobile banking technology. 

As technology uses SMS as its delivery platform, it is expected that potential users may perceive it to be vulnerable to the mobile banking services negative activities. The activities of hacker, for instance, have projected the perceived unsafe nature of the mobile banking services and these have been frequently highlighted in the mass media and also on the banks network. These indirectly have affected consumers’ trust level of the mobile banking technology. Lack of technological interoperability will make it possible to move payments from one bidder to another and from one country to another. Also Ally (2014) concluded that mobile banking technology can be a new platform for money laundering and terrorism related activities in Tanzania.

2.4.3 Causes of Risks in Mobile Banking Services
There are many causes of risks for mobile banking services in Tanzania such as improper regulations for conducting mobile banking business because these services are under different regulators BOT that regulate the financial institutions where by TCRA focusing on telecommunications. Also there are no online contractual in Tanzania since the currently contractual is based on paper work. Furthermore there is no national identity system in the country which required for a customer to undergo KYC compliance procedures. KYC is the due diligence that banks or financial institutions and other regulated companies must perform to identify their clients and ascertain relevant information pertinent to doing financial business with them. Riquelme and Rios (2010) investigated the factors affecting the adoption of mobile banking among current users of internet banking and demonstrated that perceptions of relative advantage of the mobile device, perception of risk, social norms, ease of use and usefulness of the device for banking purposes. 

Kim et al. (2009) aimed to research the mechanisms associated with the initial formation of people’s trust in mobile banking, and their intention to use the service. Discovered that three variables (relative benefits, propensity to trust and structural assurances) have a significant effect on initial trust in mobile banking. Lewis et al. (2010) found that compatibility, perceived usefulness, and risk are significant indicators for the adoption of mobile banking services. Compatibility is an important antecedent for perceived ease of use, perceived usefulness and credibility. Moreover, trust and credibility are crucial to reduce the overall perceived risk of mobile banking.

Laforet and Li (2009) investigated consumers’ attitudes towards online and mobile banking in China and conclude that security was the most important factor that motivated Chinese consumer adoption of mobile banking. While the main barriers to mobile banking were found to be the perception of risks, low computer and technological skills and Chinese traditional cash-carry banking culture, the barriers to mobile banking adoption were different, in the main a lack of awareness and understanding of the benefits provided by mobile banking. 

Turban (2006) concludes that security, reliability, perceived risk, responsibility, and customers’ distrust confirm to be the reasons why customers mistrust mobile banking To find out how to win the customer’s trust, an additional research in terms of trust element has been conducted by (Saadullah 2007).Security violations can cause various problems, including the breakdown of operating system or prevent access to the information, and customers do not trust the security infrastructure on the Internet. Perceived risk can cause users to reject new services of the mobile banking. In terms of perceived risk towards reliability and a system breakdown, users are worried that mobile banking service systems will not work as expected, and lack confidence that problems can be solved quickly It is also found that transaction risk occurs when online markets fail to assure that service will be delivered with adequate quality.

Response time is a term associated with a willingness to help users and provide services promptly including sending an e-mail attached with banking transactions’ receipt, calling back to users quickly and offering services in time, respond to users in a timely manner as well as an ability to provide the right and appropriate information to users when problems occurred. In addition, there is such a mechanism to deal with users’ feedback and a banking transactions’ guarantee. When security violations occur, there will be a problem of losing privacy as well will appears to be a major cause as using various services online (Saadullah 2007). 

Also legal issue can cover unfair and deceptive trade practices by service providers, unauthorized access, and usage by others, (Rotchanakitumnuai, 2004). The use of independent or franchised telecom agents makes it difficult for a country’s central bank to regulate banking operations to have a universal set of standards. This means that different banks can establish different mobile banking rules, use substandard banking security software and charge high fees for mobile banking (Njenga, 2009).

Laukkanen and Kiviniemi (2010) examined the effects of information and guidance offered by a bank on five adoption barriers and found that the information and guidance offered by a bank has the most significant effect on perceived functional usability of the innovation and play an important role in increasing the positive image associated with the innovation. Also Koenig-Lewis et al. (2010) found that that compatibility, perceived usefulness, and risk are significant indicators for the adoption of mobile banking services. Compatibility is an important antecedent for perceived ease of use, perceived usefulness and credibility. Moreover, trust and credibility are crucial to reduce the overall perceived risk of mobile banking. 

Furthermore Cruz et al. (2010) investigated the perceived obstacles to the adoption of mobile banking services and found that that the majority of respondents do not use any kind of mobile banking service and the reasons behind not using mobile banking were perception of cost, risk, low perceived relative advantage and complexity. Moreover Riquelme and Rios (2010) investigated the factors affecting the adoption of mobile banking among current users of internet banking and demonstrated that perceptions of relative advantage of the mobile device, perception of risk, social norms, ease of use and usefulness of the device for banking purposes.

Kim et al. (2009) aimed to research the mechanisms associated with the initial formation of people’s trust in mobile banking, and their intention to use the service, conclude that three variables (relative benefits, propensity to trust and structural assurances) have a significant effect on initial trust in mobile banking. However, the impact of reputation as a firm characteristic on mobile banking adoption was not supported. Laforet and Li (2010) investigated consumers’ attitudes towards online and mobile banking in China and conclude that security was the most important factor that motivated Chinese consumer adoption of mobile banking. 

While the main barriers to mobile banking were found to be the perception of risks, low computer and technological skills and Chinese traditional cash-carry banking culture, the barriers to mobile banking adoption were different, in the main a lack of awareness and understanding of the benefits provided by mobile banking. Also Brown et al. (2009) examined the factors that influence the adoption of mobile banking in South Africa on the basis of innovation diffusion theory, banking needs, perceived risk internet experience, subjective norm, and self-efficacy, concluded that relative advantage, trial periods, and consumer banking needs, along with perceived risk, have a major negative influence on the adoption of mobile banking

According to Ally (2014)on the study of prospects and legal challenges posed by mobile payments and mobile banking services in Tanzania concluded that since the introduction of the mobile banking services in 2008 in the country, there have not been in place proper law to guide and regulate the mobile banking despite its tremendous growth and dynamism although the nature of mobile banking services requires stringent legal and regulatory governance; framework to determine important aspects such as legality of mobile banking transactions and relationship between the banks, merchants and consumers. This gap in the legal system provides loopholes for illegal activities such as money laundering and terrorism financing that might overwhelm the speedily increasing of mobile phone transactions. Furthermore currently, the mobile payment services in the country are regulated by both Bank of Tanzania (BOT) and TCRA. 

The existing arrangement creates gaps in the regulatory framework because the mobile phone payment services are regulated by two regulators, each with a limited scope. The Bank of Tanzania focuses on the financial transactions, while the Tanzania Communication Regulatory Authority (TCRA) regulates the communication infrastructure. Added also on the study despite rapid growth of mobile banking and mobile payments services in Tanzania, there is no definition of electronic money (e-money) in the legislations. Therefore, what is transferred or the air time obtainable cannot be certainly stated as traditional money or the e- money under the current legislations. 

This gap in the legal ground provides loopholes for offenders to commit offences and also put the users into risks. For example, a general rule that a mobile phone company is liable to a consumer for all damages proximately caused by its failure to make an electronic fund transfer, in accordance with the terms and conditions of an account, in the correct amount or in a timely manner when properly instructed to do so by the customer is not well established. Furthermore, issues regarding liability in the event of fraud, counterfeiting, accident or the default of one or more of the participants have not been defined either. Tanzanian laws does not cover on-line contracts; the laws recognize written contracts and duly signed or authenticated before a witness a requirement hardly applicable in cyber space. 
Agents are critical in most of mobile money business models since has involved in customer registration and liquidity management, activities that expose them to customer’s transaction details. Agents are not well equipped to preserve this sensitive information and any leakage may have negative consequence to customers. Agents are responsible for payment and receive money between mobile money operators and cash to the customers. The agents also play an important role in registering users, handling the KYC rules and educating users. Registration is simple, requiring an official form of identification (typically the voter registration card held by Tanzanian, or driving license or a passport or letter from ward or village executive officer that includes a photo and an official stamp) since there is no national identity system but no other validation documents that are typically necessary when a bank account is opened (Jack and Suri, 2011)

Privacy and data protection concerns are distinct issues that arise mobile banking transactions because linked to consumer protection policies within banking services and telecommunications, as well as certain practices in financial regulation. In mobile banking, which involves the transfer of electronic money between different parties, privacy is of great concern. For mobile banking scenario, data may include sender and receiver IDs, their geographic location, time of day, mobile numbers. If the transaction is for payment it may include: purchased items and their value and transaction value. These transactions create a data trail that could be used for various purposes good and bad. 

Issues related to data protection are many as pointed out in most of the developing market; mobile banking users are less likely to be aware of the risks associate with warning signs thus making them more susceptible to fraud schemes. Also study concludes that Vishing/Smishing scams that tricking customers into sharing personal information such as a PIN are common.  Moreover study revealed that in Tanzania few users understand the concept of PIN and how to protect it. This is the concern to all stakeholders involved in mobile money as any fraud may lead to the loss of trust in mobile money services (Aircc, 2014). Furthermore Ally (2014) added that due to the absence of proper legislations governing mobile banking of specific processes like protection against fraud and the transparent flow of information since improper uses of money can be simulated by e-money Consumer protection laws belong to different legislative areas such as competition, telecommunications and banking, and cover a range.

MNO provides the mobile infrastructure and customer base that is already using its communication services. Its ensure compliance with telecommunication regulations and policy within the country. Also mobile operators can ensure that the agent networks they have built and incentivized are managed effectively. A well-managed agent network can help operators build brand awareness, educate customers, and meet system-wide liquidity demands, all of which builds confidence among users in a service that is initially unintuitive. A weakly handled one, by contrast, will be characterized by general low-quality customer experience, which in turn destroy trust and drive away business (Baraka at el 2013).

2.5 Conceptual Framework
Strauss and Corbin (1998) explained that, conceptual frame work is a work plan or phrase that symbolizes several interrelated ideas and meaning. It is a broader idea of research that contains key concepts and issues in which a researcher want to explore in the study. This is a mechanism which helps a researcher to link abstract concepts to theory. It is a first stage in designing a piece of research. These are abstracts and may not be directly measured; hence need to turn them to measurement variables. Show the relationship between factors (OUT, 2010). In this study, many theories have been proposed to explain and predict the risks of mobile banking systems but for the case of situation that the researcher chose to conduct the study, the Extended TAM (TAM2) was taken into account since TAM2 has been the one which has captured the most attention of the risks of mobile banking services.

2.5.1 Variable
Refer individual element or attribute upon which data have been collected (Saunders et al, 2009) as shown on Figure 2.5 below. On this research there are three different variables has used as follows. Independent variable is a variable that causes changes to a dependent variable or variables. (Saunders et al, 2009).On this study independent variable is Effective mobile banking services to the customer. Dependent variable is variable that depend changes in response to changes in other variables, (Saunders et al, 2009). 

On this research dependent variables were operational risks and technical risks. And Intervening or intermediating variable is variable which stand between the independent and dependent variables also facilitate the effect of the independent variable on the dependent variable. (Creswell, 2007) On this study the intermediate variable has mobile banking policies and procedures.

Figure 2.5: Conceptual Framework 
Sources: Researcher (2014)

2.5.1 Mobile Banking Risk
Risk is at the center of all banking transactions. Customer perceptions of uncertainty in the areas of finance, performance, privacy and time are barriers to mobile banking (Anus et al 2011; Brown et al 2003). Risk may have the most significant negative impact if the users do not have prior experience of electronic transactions (Tobbin 2009). There are two types of risks associated with mobile banking services namely technical risks which are non-human error and operational risks that are caused human error.

2.5.1.1 Technical Risks
Refer the probability of loss incurred through the execution of a technical process in which the outcome is uncertain. These risks are of non-human being interaction such as security, privacy, and technology. These risks include security risk, privacy risk and technology.
(i) Security risk
Security risk Potential loss of control over transactions and financial information. Previous research suggests that security is a general concern in the use of the mobile banking for electronic transactions (eg Lunt, 1996; Hansen, 2001; Liao and Cheung, 2001; Cheung and Liao, 2003). In the online environment, perceived security is the extent to which one believes that the web is secure for transmitting sensitive information (Salisbury et al, 2001). Customers would expect a service with promised security. However, show that might feel uncertain when using mobile banking and therefore demand banks to implement stringent security measures to protect mobile banking operations. Cooper (1997) identifies that the level of risk is an important characteristic associated with the adoption of an innovation. Dutta and McCrohan (2002) believe that one expecting a higher level of security has a more favorable attitude towards the service.

(ii) Privacy
Privacy may the most serious disadvantage of mobile banking services with concerns over external intrusion resulting in the scrutiny of personal financial details and even the removal of money from accounts (Littler and Melanthiou, 2006). Therefore, widespread concern over the privacy of the internet or a smart phone when used to purchase financial products has been noted

(iii) Technology risk
Reliability referring to the degree to which a person believes a new technology will perform a job consistently and accurately is an extremely important risk-related factor in technology-based financial service innovations (Lee et al., 2003). Mobile phones, for example, may be limited in computational power, memory capacity and battery life, limiting the use of mobile services (Siau and Shen, 2003).Customers generally perceive risk owing to doubts related to the degree of inconsistency between customers’ judgment and real behavior, as well as the failure of technology to deliver its anticipated outcome and its subsequent loss (Chen, 2008; Koenig-Lewis et al., 2010; Lee et al., 2007). Although associated with internet transactions for quite some time, risk may increase in importance for transactions via mobile devices (Gewald et al., 2006; Ndubisi and Sinti, 2006). 

As for mobile banking, perceived risk is even more important, owing to the threat of privacy and security concerns (Luarn and Lin, 2005). Namely, mobility increases the threat of security violations arising from the required infrastructure for wireless applications. Therefore, mobile banking services users are concerned about risk since more points in the telecommunication process can be found between mobile phones than between fixed devices (Corradi et al, 2001). Additionally, some users are concerned with the possibility that hackers access their bank accounts via stolen PIN codes (Poon, 2008). 

2.5.1.2 Operational Risks
Refer to those risks of a change in value caused by the fact that actual losses, incurred for inadequate or failed internal processes, people and systems, or from external events including legal risk, differ from the expected losses. Also include other classes of risk, such as fraud, security, privacy protection, and legal risks, physical example infrastructure shutdown or environmental risks
(i) Strategic risk
Mobile banking is relatively new and, as a result, there can be a lack of understanding among senior management about its potential and implications. People with technological, but not banking, skills can end up driving the initiatives. E-initiatives can spring up in an incoherent and piecemeal manner in firms. Also can be expensive and can fail to recoup the cost.

(ii) Business risk
There are also significant since the newness of mobile banking, nobody knows much about whether mobile banking users will have different characteristics from the traditional banking customers. Users may well have different characteristics example may want all and want now. This could render existing score card models inappropriate, thus resulting in either higher rejection rates or inappropriate pricing to cover the risk. Banks may not be able to assess credit quality at a distance as effectively same as do in face to face circumstances. It could be more difficult to assess the nature and quality of collateral offered at a distance, especially if it is located in an area the bank is unfamiliar with (particularly if this is overseas). Furthermore as it is difficult to predict customer volumes and the stickiness of mobile deposits it could be very difficult to manage liquidity.

(iii) Regulations and legal risk
The mobile banking regulations need to be researched piecemeal and put together since come from many different laws, decrees and circulars which essentially modify the existing banking and telecom laws to permit the additional activity of mobile banking. In different countries, the evolution of the law may permit only some banking activities and not others. Most countries have placed some regulation on security norms. However, the regulation is broad and does not indicate which technology is to be used for identification or authentication. Instead, it imposes the burden of security on the supplier of the mobile banking service. In case of fraud, and the breaching of the security regulation, the courts will undoubtedly need to fill in the law and decide on a case to case basis, on who is responsible. However, has important, in a setting of illiterate poor users, which the mobile banker participates actively in educating the consumer on his responsibility in keeping codes confidential. 

Poor regulations can constrain business models, prevent motivated players from participating in a mobile money ecosystem, alter mobile money uptake and result in sub optimal customer experience. Around the world regulators are grappling with the double challenge of allowing market innovation while controlling systemic risks. The bank not following the rules and regulation for mobile banking, normally risk mainly arise from virtual bank when mobile banking services are offered without complying the rule and regulation of country.

(iv) Outsourcing
Number of banks offering mobile banking services outsource related business functions, e.g. security, either for reasons of cost reduction or, as is often the case in this field because of lack the relevant expertise in-house. Outsourcing a significant function can create material risks by potentially reducing a bank’s control over that function.
(v)	Management Information Systems










A paradigm is essentially a worldview, a whole framework of beliefs, values and methods within which research takes place

3.2 Research Method
There are two types of research methodologies which are qualitative research methodology which explores attitudes, behavior and experiences through such methods as interviews or focus groups. Secondly is quantitative research methodology that generates statistics through the use of large-scale survey research, using methods such as questionnaires or structured interviews. Qualitative research method is interpretative and aims to provide a depth of understanding. It is based on words, perceptions; feelings rather than numbers and includes experiments, interviews, focus groups, and questionnaires with open-ended questions. Monette et al (2005) credit qualitative method with the acknowledgement of abstraction and generalization, and Polonsky and Waller.

(2005) categorize vision, images, forms and structures in various media, as well as spoken and printed word and recorded sound into qualitative data collection methods. According to William (2005) qualitative data collection method emerged after it has become known that traditional quantitative data collection methods were unable to express human feelings and emotions. It is noted that qualitative methods are often regarded as providing rich data about real life people and situations and being more able to make sense of behavior and to understand behavior within its wider context.

Thus the study has used qualitative method since was enabled the researcher to explore individuals or organization. Also the study was used non numerical data since the study focused research questions to catch the respondents view. This has enable the researcher to get the population data views on the sources of risk in mobile banking service, the effects of risk among mobile banking users and the comments on their ways of dealing risk on mobile banking service. 

3.3 Research Design
A research design is the arrangement of conditions for collection and analysis of data in a manner that aims to combine relevance to the research purpose with economy in procedure. In fact, the research design is the conceptual structure within which research is conducted; it constitutes the blueprint for the collection, measurement and analysis of data It is the overall plan of your research, to how do you like your research to be (Kothari, 2004). Also Saunders et al. (2009) defined research design as a general plan of how you will go about answering your research questions. As such the design includes an outline of what the researcher will do from writing the hypothesis and its operational implications to the final analysis of data.

3.3.1 Types of Research Design
According to Kothari (2004) there are three different research designs which are exploratory research design, descriptive research design and explanatory research design.
3.3.2 Exploratory Research Design
Exploratory research design is formulating a problem for more precise investigation from an operational point of view. Sandhursen (2000) states that in exploratory research design will result in a range of causes and alternative options for a solution of a specific problem. According to Kothari (2004) the research study will be an exploratory where in the major importance is on discovery of ideas and insights, the research design most appropriate must be flexible enough to permit the consideration of many different aspects of a phenomenon. Thus the research design will be based on exploratory design because type of study is used to explore those situations in which the intervention being evaluated has no clear, single set of outcomes (Yin, 2003). 

Exploratory research design does not aim to provide the final and conclusive answers to the research questions, but merely explores the research topic with varying levels of depth. Exploratory research tends to tackle new problems on which little or no previous research has been done” (Brown, 2006). Moreover, it has to be noted that exploratory research is the initial research, which forms the basis of more conclusive research. Therefore exploratory design has used because was assistance the researcher to explorer the risk awareness among mobile banking users in Tanzania. Also researcher has used exploratory design since study has flexible, appropriate, efficient and cost-effective by the means of obtaining information, the availability and skills of the researcher and the availability of time and money. Furthermore the design has reduces bias and exploits the reliability of the data collected and analyzed.
3.4 Study Area
The research study has conducted at CRDB Mbagala branch in Temeke Municipality Dar Es Salaam. This was chosen because the place where financial institution offers mobile banking services to the customers. Also was convenient area to the researcher hence has saved time and transport cost, moreover has respondents provided the reasonable data for the intended study.

3.5 Population
Refer the entire set of individuals or objects of interest or the measurements obtained from all individuals or objects of interest under consideration (Lind et al, 2006). Thus the populations for this study consist of mobile banking provider from CRDB Mbagala branch staff whose total staff members of thirty eight (38) and mobile banking users whose CRDB Mbagala branch customers. 

3.6 Sampling Design
Kothari(2000) defined sampling design as the key consideration of which people, settings, behaviors or events to be included in the study. It deals with a selection of part of the population that would involve a great amount of time and resources to provide valid ideas of the study. This is the reason why a small number of cases were selected for study purpose to represent the whole population i.e. a sample.

3.7 Sampling Techniques
Sampling techniques is defined as technique used to select some elements of a population in such a way that they represent the actual characteristics of the total population (Cohen, 2000). There are mainly two types of samplings techniques: probability sampling or random sampling’ and non-probability sampling techniques or purposive sampling. Probability sampling involves the use of statistical theory in design of empirical study and the selection of sample. Thus, it is suitable for a homogeneous population and when the researcher wants each element to have equal chance of being selected. Non probability sampling, this technique is purposive and subjective in nature and involves selection of a sample based on judgment and knowledge.

In this research, random sampling technique was used because the sample selected has equal chance of being selected. Considering the nature of the problem under study, probability technique allowed the researcher to use cases that had the required information for the study objectives. Other reason as why the researcher used this kind of suitable sampling techniques is because the most target group that is mobile banking users is scattered that non-probability sampling would have been unrealistic

3.7.1 Random Sampling
Refer every item of the universe has an equal chance of inclusion in the sample (Kothari, 2004). Random sampling was used to obtain information from CRDB bank customers through this every customer had an equal chance of being picked and participate in the study. This had enabled the sample to have the same composition and characteristics as universe.

3.7.2 Purposive Sampling
Also known as non-probability sampling is that sampling procedure which does not afford any basis for estimating the probability that each item in the population has of being included in the sample, sampling, items for the sample are selected purposefully by the researcher. In this type of sampling the organizers of the inquiry purposively choose the particular units of the universe for constituting a sample on the basis that the small mass should be select out of a huge one will be typical or representative of the whole. (Kothari, 2004).Purposeful sampling was used to obtain information from the managers. This group was targeted so because managers were assumed to have required information on the Research topic and also expected to be dealing with the risks associated mobile banking services

This sampling method involves purposive or deliberate selection of particular units of the universe for constituting a sample which represents the universe. When population elements are selected for inclusion in the sample based on the ease of access. Purposive sampling is considered more appropriate when the universe happens to be small and a known characteristic of it is to be studied intensively.

3.8 Sample Size
This refers to the number of items to be selected from the universe to constitute a sample. The size of sample should neither be too large, nor too small. It should be optimum. An optimum sample is one which accomplishes the requirements of efficiency, representativeness, reliability and flexibility. While deciding the size of sample, researcher must determine the desired precision as also an acceptable confidence level for the estimate (Kothari 2004). The sample size for CRDB Mbagala branch staff was determined by using the formula given by Kothari (1990) since the population was finite. 
The formula is:-




N = size of population of the community studied. This was 38.
n = size of sample required at the study population
e = acceptable error (the precision). This was assumed to be 0.7
Ϭp = standard deviation of the study population. The number was ranged from 1 to 5
z = standard variety at a given confidence level is the table value under normal curve for the given confidence level of 99% which is 2.5
From the formula above ten (10) was used as the size of sample for CRDB Mbagala branch staff.

The sample size was not easy to cover the whole population for CRDB bank Mbagala branch customers in assessing of risk awareness for mobile banking users due to the number of population was infinite universe therefore the researcher has selected the representative that present the total population. Shipman, (1992) suggested that sampling is one of the best systematic techniques of choosing a group of representative that is small enough and manageable. Hence the selection of each item in a random sample from a population was controlled by the same probabilities and that successive selections were independent of one another. Thus only a total number of forty customers were assessed. The Table 3.1 below indicates the sample size.
Table 3.1: Sample Category or Respondents
Category of respondents	No of respondents
CRDB Mbagala branch customers	40
CRDB Mbagala branch staff	10
Total	50
Source: Researcher’s findings (2014)

3. 9 Methods of Data Collection
3.9.1 Types of Data
Data is facts, opinions and statistics that have been collected together and recorded for reference or for analysis. There are two types of data which are qualitative data that measurements are recorded on naturally occurring numerical scale. Example height in centimeter and qualitative data that measurements cannot measured on a natural numerical scale can only be classified into one of a group of categories example sex, (Gupta, 2013)

3.9.1.1 Primary Data
Refers to the data collected direct from the field; it involves observation, questionnaires and interviews. Also the primary data are those which are collected afresh and for the first time, and thus happen to be original in character. The primary data enable to get the first handed data (Kothari, 2000). 

3.9.1.2 Secondary Data
Refers those data which have already been collected by someone else and which have already been passed through the statistical process (Kothari, 2000). The researcher made use of secondary data that were collected through an intensive review of the reports, journals, books, and magazine, internet materials, manuals, and pamphlets focused on risk for mobile banking services.

3.9.1.3 Methods of Primary Data Collection
There are different methods of collecting primary data which are observation method that used method especially in studies relating to behavioral sciences. Interview method of collecting data is involves presentation of oral-verbal stimuli and reply in terms of oral-verbal responses. This method can be used through personal interviews and, if possible, through telephone interviews. Questionnaires method is a general term to include all techniques of data collection in which each person is asked to respond to the same set of questions in a predetermined order (deVaus, 2002). The main instrument for primary data collection for this study was questionnaires (See appendix 3) because large sample can be handled at a time, it is less costly, it is free from interviewer bias, it gives interviewee adequate time to respond to the questions asked, although it has demerits such as; low rate of return; can be used only when respondents are educated and cooperative

Adam and Kamuzora (2008) define questionnaire as an instrument of data collection that consists of predetermined and structured question given to the subject to respond in writing. There are three types of questionnaire namely; open-ended questionnaire that allowing respondents to give answers in their own way for asked question, close-ended questionnaire that provide a number of alternative answers from which the respondent is instructed to choose and semi-open which used a combination of both open and closed questions
The questionnaire method was chosen because, large sample can be handled at a time, it is less costly, it is free from interviewer bias, it gives interviewee adequate time to respond to the questions asked, although it has demerits such as; low rate of return. Thus closed-ended questionnaires were distributed to the CRDB Bank Mbagala branch staff and customers as a primary because the type of questions was quicker and easier to answer, moreover require minimal writing so responses were easier to compare as have been predetermined.

3.10 Data Analysis
Data analysis is the process of developing answers to questions through the examination and interpretation of data. The basic steps in the analytic process consist of identifying issues, determining the availability of suitable data, deciding on which methods are appropriate for answering the questions of interest, applying the methods and evaluating, summarizing and communicating the results. (Pahkinen, 2004). Also Saunders et al (2009) define data analysis as a process for the collection and analysis of qualitative data that involves three concurrent sub processes of data reduction, data display, and drawing and verifying conclusions.

The purpose of this chapter is to give the answer for three questions asked in which the study was based. It dealt with presentation, discussion and analysis of the study findings. The data was extracted from the field of study carried at CRDB Bank Mbagala branch. The questions were verified basing on what the respondents believed to be the major problem. The findings were presented with the aid of frequencies, percentages and tables then recorded to give approximate figures reached after calculation. Questionnaires were managed over personal visits and e-mails to enable quicker response

Data after being collected through questionnaires was analyzed in accordance with the outline laid down for the purpose of developing the research plan. This implied computation of certain measures along with searching for patterns of relationship that exists among data groups (Kothari, 2000). It is an essential scientific study and for making contemplated comparisons and analysis which employed editing, coding, ordering and classifying of collected data so that they can enable analysis to take place. Data analysis was based on the research questions designed at the beginning of the research. Frequency tables and percentages were used to present the findings. Responses in the questionnaires were formulated, coded and managed by using of a computer Statistical Package for Social Science (SPSS) Version 16.0 for Windows.

3.11 Reliability and Validity
The issues of validity and reliability need to be addressed in order for the research findings to be accepted as appropriate. Threats to validity and reliability can never be eliminated thoroughly, but researchers need to aim minimize the level of these threats

3.11.1 Reliability
Reliability is a concern every time a single observer is the source of data, because we have no certain guard against the impact of that observer’s subjectivity (Babbie, 2010). According to Wilson (2010) reliability issues are most of the time closely associated with subjectivity and once a researcher adopts a subjective approach towards the study, then the level of reliability of the work is going to be compromised. Also reliability in research refers to the respondents views which are nearly the same in repeated measurement. (Frisbie, 1988). This was achieved by setting questionnaires which even when repeated after certain interval has yield the same responses should be independent on other factors such as time, environmental factors and personal biasness.

3.11.2 Validity
Refer to the extent to which a test measures what is supposed to measure so that meaningful interference can be made from a person’s score on the test. (Kratochwill et al 1999). Also Oliver (2010) considers validity to be a compulsory requirement for all types of studies. There are different forms of research validity and main ones are specified by Cohen et al (2007) as content validity, criterion-related validity, construct validity, internal validity, external validity, concurrent validity and face validity. Measures to ensure validity of a research include, but not limited to the following points:
(a)	Appropriate time scale for the study has to be selected;
(b)	Appropriate methodology has to be chosen, taking into account the characteristics of the study;
(c)	The most suitable sample method for the study has to be selected;
(d)	The respondents must not be pressured in any ways to select specific choices among the answer sets.

This has achieved through setting standards on constructing questionnaires and setting questionnaires which were related to the researcher’s objectives and questions.
CHAPTER FOUR
4.0 RESULTS AND DISCUSSIONS
4.1 Overviews of Data Presentation, Analysis and Discussions
The purpose of this chapter is to give the answer for three research questions asked in which the study was based. It deals with data analysis, presentation and discussion of the study findings. The data was extracted from the field of study carried at CRDB Bank Mbagala branch. The questions were verified basing on what the respondents believed to be the major problem. The findings were presented with the aid of the SPSS database to provide an analysis of the findings through frequencies, percentages and tables then recorded to give approximate figures reached after calculation. The data was then coded and checked for any errors and omissions so that to ensure validity and reliability. 

The research questions which guided this study were:-
1.	What are the operational procedures and policies for mobile banking services in Tanzania?
2.	What are the risks associated with mobile banking service in Tanzania?
3.	What are the causes of risks for mobile banking services in Tanzania? 

The analysis of data in general involved a number of closely related operational procedures and policies and risks which were performed with the purpose of summarizing the collected data and organizing them in the way that respondents answer the research questions. This study covered a total of fifty (50) respondents where by forty (40) were customers and ten (10) were staff from CRDB bank Mbagala branch. In order to present the answers to the research questions sited above, this chapter is systematically arranged in from of subsections. The first part analyzed the first research question; what are the operational procedures and policies for mobile banking services in Tanzania? The second sub section comprised of the second research question; what are the risks associated with mobile banking service in Tanzania? And the third subsection analyzed the third research question, what are the causes of risks for mobile banking services in Tanzania?

4.2 Assessment of Operational Procedures and Policies for Mobile Banking Services in Tanzania
4.2.1 Existing Operational Procedures
Findings show that mobile banking services in Tanzania include several components that facilitate the delivery of payment to the banked and non-banked population through mobile devices such as phones. Also findings show that a banking institution seeking to conduct mobile banking business must apply and obtain prior written approval from Bank of Tanzania before commencing business through an agent of mobile banking services. A mobile banking services provider has the option of appointing business entities on a contractual basis to facilitate activities such as registering subscribers, accepting cash, making payments and effecting funds transfers by enter into a written agreement with an agent for the provision of permissible activities on its behalf and banks ensure all activities of the agent must be executed in full compliance as expected of the principal as required under procedures and other relevant regulations provided by TCRA. 

The procedures applied to both bank based mobile payments model and non-bank based payment models. In bank-based payment model is model where customers have a direct contractual relationship with a prudentially licensed and supervised financial institution a transaction account. The customer may deal exclusively with the staff of one for mobile banking services or retail agents such as “FahariHuduma” hired by the CRDB bank to conduct transactions on the bank’s behalf. On the other side non-bank based payment model is where customers do not have direct contractual relationship with a prudentially licensed and supervised financial institution. Instead, customers exchange cash at a retail agent in return for an electronic record of value. This virtual account is stored on the server of a non-bank entity, such as a mobile network operator. Once the customers have a relationship with the non-bank service provider can order payment of funds to anyone else participating in the system and can receive payments from them on their mobile devices.

Kaimukilwa(2013) shows that bank enter into a written agreement with every customer for whom open a mobile banking account, ensuring that prospective customers have understood the general features of the mobile banking service and customers must acknowledge their understanding and acceptance of the terms of the contract with their signature. If customers are not able to sign, alternative unique identifier such as a fingerprint can be used. But this contract does not cover online transaction like mobile banking services which put on the customers on risk during conducting mobile banking transactions since there is no online contractual in the country.

Finding also shows that an enrolment of consumers must satisfied Know Your Customer (KYC) procedures, though there is no national identity system to conduct Know Your Customer (KYC) procedures for mobile banking users registration Also registration of users was subjected to consumers and data protection (privacy) guidelines; the service has prompted the registered user to activate the service by use of a PIN or password before start of any transaction processing. Baraka et al (2012) show that the activation process, which should be through plain text messaging systems that not ensure integrity and security of customer’s identity however the mobile banking service provider has responsible for the security and integrity of the entire activation process.

The system issue a unique transaction reference to any transaction processed within the mobile banking payment service. All transactions have minimum features of transaction amount, transaction type, transaction date and time, and agent identification details. Furthermore the system issue a unique transaction reference to any transaction processed within the mobile banking payment service. The cost of processing a transaction, including electronic funds transfer instructions whether through SMS within the mobile banking payment service, has been denominated in Tanzania Shillings (TZs).

4.2.2 Assessment of the Views on Mobile Banking Services
4.2.2.1 Assessment of the Views on Mobile Banking Services Experience
The respondents were assessed on how long respondent have been on mobile banking services industry in Tanzania. Experience was thought by the researcher to add knowledge on the real situation on risks for mobile banking services in Tanzania. From Table 4.1 below findings shows that out of ten (10) respondents 8(80%) had experience of more than three years in mobile banking services. This analysis implies that the respondents had experience of more than three years in mobile banking services industry in Tanzania.








Source: Researcher’s findings (2014)


4.2.2.2 Mobile Banking Operators’ Objectives
Respondents from CRDB banks Mbagala staff were asked about the objectives that might have been following in offering mobile banking services to their customers. Eight objectives were presented to the respondent with a request to evaluate their possible significance, this was on a five likert-style rating scale where 1 = without any significance up to 5 = Very high significance, on the decision of their bank to launch these services. 

The ratings were calculated on the basis of the responses by ten (10) respondents. The percentage ratings reveal that bank from the responses in the Figure4.1 below presents the mobile banking operators objectives of respondents out of 10(10) respondents 9(90%) has rate on advanced flexibility in business processes, followed cost reduction and increase the revenue objectives with rating of 8(80%). While improving customer relations management was rating with 7(70%), respondents 60(%) has rates differentiation about competitor, Where by attracting new customers and increased effectiveness of the workflow were rating by 5(50%) and increased motivation of the workforce was rating by 4(40%)

Figure 4.1: Mobile Banking Services Operators’ Objectives
Source: Researcher’s findings (2014)

The findings indicated that, mobile banking services were facing risks such as legal and regulations risk due to banks implement the mobile banking services facilities for the individual purpose of meeting the organization’s benefits like profitability and cost reduction, increase the revenue, advanced flexibility in business processes and attracting new customers but there are no legal requirements that banks practice mobile banking services. Furthermore mobile banking systems in Tanzania have not technically banking from either a financial or legal perspective: banks do not provide interest on savings or facilitate access to credit from formal financial institutions.

Laukkanen and Kiviniemi (2010) show that the pressure to optimize business processes and reduce costs can be coped by rationalizing organizational structures and increasing productivity. Mobile banking services can also serve as a source of revenue by offered on a quality basis, the price which is reasonable enough so that customers are willing to pay them but at the same time customers should be from a financial point of view higher than the costs incurred by the bank. Additional revenues can be generated in offering innovative premium services to existing customers and attracting new customers by offering innovative services thus new customers contribute to revenue generation not only by utilizing mobile services but also by using other conventional distribution channels.

4.2.2.3 Electronic and Cash Inventory (Float)
Researcher has asked the question to the respondents to examine how agents restock the electronic and cash inventory (float) in order to continue serving their customers since lack of enough float can cause the risk to the consumers of mobile banking services. Table 4.2 presents handling of electronic and cash inventory for agents in the mobile banking services. Out of ten 8(80%) respondents has restock electronic and cash for inventory by using super and master agents. This was signifies that most of banks were restock electronic and cash inventory by using super and master agents.


Table 4.2: Handling Electronic and Cash Inventory for Agents
Inventory handling	Frequency	Percentage (%)
Using super agents and master agents	8	80
Selling and buying electronic value directly to and from agents	0	0
Using outsourced (third-party agency)	0	0.
Total	8	80
Source: Researcher’s findings (2014)

The findings show that mobile banking services does not pay interest on deposits, and does not make loans, it can usefully be thought of as a bank that provides transaction services and that has operated, until recently, in parallel with the formal banking system. Mobile banking providers accepts payments of cash from clients with a mobile phone SIM card and who have registered as mobile banking users through mobile banking agents. Registration is need an official form of identification typically the national identity (NID) card held by some of Tanzanian, drive licenses, or a passport but no other validation documents that are typically necessary when a bank account is opened. 

Formally, in exchange for cash deposits, mobile banking providers issues a service known as electronic float or inventory, measured in the same units as money, which is held in an account under the user’s name. This account is operated and managed by mobile banking network operators such as M-PESA for Vodacom users, Tigopesa for Tigo customers, EzyPesa for Zantel customers and Airtel Money for Aitel customers and records the quantity of electronic float owned by a customer at a given time. There is no charge for depositing funds, but a sliding tariff is levied on withdrawals. The M‐PESA tariffs include withdrawal fees, and are differentiated according to receipt by registered and non‐registered user.

Electronic float can be transferred from one customer’s account to another using SMS technology, or sold back to mobile banking network provider in exchange for money. Electronic float transfers are often used to pay directly for goods and services, from electricity bills, DAWASCO, Start times DSTV. The sender of electronic float is charged a fee depending amount of send, but the recipient only pays when withdraws the funds. Transfers are, of course, subject to availability of network coverage. 

Registered mobile banking users can make deposits and withdrawals of cash (i.e., make purchases and sales of electronic float) with the agents, who receive a commission on a sliding scale for both deposits and withdrawals. Mobile banking agents hold electronic float balances on their own cell‐phones, purchased either from mobile banking providers or from customers, and maintains cash on their premises. Agents therefore face a non‐slight inventory management problem, having to predict the time profile of net electronic float needs, while maintaining the security of their operations.

Jack and Suri (2011) revealed that there are three agent group models in operation named subsidiary agents which are owned by the head office, manage cash and electronic float balances through transactions with the head office. In This model both the head office and the agents can transact directly with mobile banking users. The second model is the aggregator model which has a contractual relationship with mobile banking services providers and acting as a head office and dealing directly with mobile banking network provides and managing the cash and electronic float balances of agents. However, the agents can be independently owned entities, with which the aggregator. Lastly super‐agent group model which allows a bank branch to perform the functions of the aggregator model. The branch manages cash and electronic float balances of a group of non‐bank mobile banking agents, but the bank does not trade electronic float directly with mobile banking users.

The super‐agent model is one example of the integration of mobile banking services into the CRDB banking system. The cash collected by mobile banking in exchange for electronic float is deposited in bank accounts held by mobile banking network operators. These accounts are regular current accounts, with no restrictions on mobile banking network operators access to funds. In turn, the banks face no special reserve requirements with regard to mobile banking network operators deposits, which are treated as any other current account deposit in terms of guidelines of the Bank of Tanzania. 

There is no explicit requirement, for example, for mobile banking network operators to give notice of its intention to withdraw large quantities of cash at a given point in time. However, electronic float becomes more widely acceptable as an easily transferable store of value but mobile banking deposits enter the banking system, will reduce cash in circulation to the extent that banks comply with or exceed official reserve requirements as result could increase the money supply, with possible impacts on inflation and/or output, Additionally mobile banking deposits are virtually completely uninsured against bank failure so turn-up of risks to mobile banking users (Riquelme and Rios, 2010). 

Tobbin (2012) revealed that the risk around the operational of mobile banking services is the money management in the system. Cash transfer between the agents and the bank has become an increasing issue in mobile banking. Sometimes, an agent become empty of cash and electronic money and another agent is overflowing with cash which increase the risk how the physical money will be transferred to another pay point or after the business hours how the additional money will be taken to the mobile banking provider. Anus et al (2011)show that the problem for mobile banking agents is more severe as not adequate security is available to make the mobile banking cash safer. As banks are employing more agents, a new challenge for the bankers is to ascertain the agents’ integrity and professionalism. Fake currency, money laundering, illegal money transfers are also common in Bangladesh therefore agents can cause a problem for the implementer to monitor the agents continuously.

4.2.2.4 Managing of Mobile Banking Services
The researcher assessed the managing of mobile banking service of respondents because this character was very essential to the researcher as managing of mobile banking of respondents has thought to have input on the knowledge of the risk of mobile banking services in Tanzania. From Table 4.3 findings show that out of ten 8(80%) respondents were used independent department for managing mobile banking services, This analysis implies that the mobile banking providers had managed mobile banking by using Independent department.

Table 4.3: Managing of Mobile Banking Services






Source: Researcher’s findings (2014)
4.3 Assessment of the Risks Associated with Mobile Banking Service in Tanzania
4.3.1 Risks Associates with Mobile Banking Services in Tanzania
To explore what types of risks are more associated with mobile banking services the respondents were requested to rating the risks associates with mobile banking services by using a five likert-style rating scale where 1 = strong disagree up to 5 = Strong agree to the mobile banking services. Figure4.2 provides findings about risks associates mobile banking services and indicate that technology (90%), security and privacy concerns 8(80%), lack of internal expertise and high cost (70%) and regulations and policies (60%). So, results reflected that most of risks associated with mobile banking have technology followed by security and privacy issues.

 Figure 4.2: Risks Associated with Mobile Banking Services
Source: Researcher’s findings (2014)
The research findings shows that there were several risks surrounding mobile banking services in Tanzania such as legal and regulations, security, privacy, technology, and lack of internal expertise (outsourcing) although the services allow exchange of huge amounts of data and information between the banks, customers, mobile network providers and merchants but there has no proper legislation to control the services. Findings pointed that since the introduction of the mobile banking services in 2008 in the country, there have not been in place correct law to guide and regulate the mobile banking despite its great growth and dynamism. This gap in the legal system provides loopholes for illegal activities such as money laundering and terrorism financing that might overcome the rapidly increasing of mobile banking services.

Additionally the findings show that mobile banking services in Tanzania are regulated two regulators BOT and the TCRA that creates gaps in the regulatory framework because these regulators has limited scope, that mean BOT focuses on the financial transactions and vested with the duties related to the protection of financial sector consumers, while the TCRA regulates the communication infrastructure and manages consumer protection aspects related to communication like protection against fraud and the transparent flow of information. 

Asad et al. (2011) leveled that legal uncertainty may also arise if multiple laws and authorities are involved, making the understanding of the overall legal framework necessary. The legal and supervisory framework in some authorities may be fragmented, involving both financial and nonfinancial legislation on mobile money transfers, consumer protection, data protection, deposit insurance, anti-money laundering, electronic transactions, exchange control, and financial transactions reporting. Previous study’s findings also leveled that legal uncertainty exists if mobile payment services are unlicensed. 

Mbiki (2010) found that mobile phone operators or telecommunication companies that provide payment services in less than half of sample countries undergo licensing This was more apparent in the East Asia Pacific and European regions. Unlicensed service providers may provide a potential for abuse, particularly amongst those who are poor and vulnerable. Licensing regimes have sought to promote competition and innovation in some jurisdictions by setting initial capital requirements for nonbanks that are proportionate to their risk. In spite these challenges, there are also several legal risks close to mobile banking services in Tanzania due to lack of law in place and binding contractual arrangements between the parties, legal rights and obligations of parties have been legally established. Tanzanian laws does not cover online contracts; the laws recognize written contracts and duly signed or authenticated before a witness a requirement hardly applicable in cyber space (Ally, 2014).

Mbiki (2011) shows that the regulatory environment for mobile money transfer in Tanzania is relatively similar to that of Kenya where the Central Bank of Tanzania has approved the service for operation but has not fully regulated it under normal banking regulation. In the absence of clear legislation governing mobile banking services in the country, issues regarding consumer protection in mobile money services are still in dilemma. Besides, due to poor contractual arrangements made between parties in effecting electronic money transfer the enforcement of consumer protection measures is often ineffective or lacking. 

The study findings show that security has major source of concern for everyone both inside and outside the mobile banking business. Mobile banking increases security risks, potentially exposing previously isolated systems to open and risky environments. All mobile payment systems themselves are vulnerable in some way; mobile banking products raise some more issues such as authentication and non-repudiation, integrity and privacy. Baraka et al (2013) revealed that security breaches could occur at the level of the consumer, the merchant or the issuer, and could involve attempts to steal consumer or merchant devices, to create fraudulent devices or messages that are accepted as genuine, to alter data stored on or contained in messages transmitted between devices, or to alter the software functions of a product. Security attacks would most likely be for financial gain, but could also aim to disrupt the system. All of these threats have potentially serious financial, legal and reputation implications

Findings concluded that mobile banking services lack of privacy due to the SMS technology has been used by the banks does not encryption of the data during the communication between the service center and the customer mobile devices. An encryption of plain text SMS is not possible so the data is transmitted unencrypted. Hence of missing encryption, banks are only offering pure information services like a request for the account balance via SMS to the customer who has include a PIN for authorization in every SMS sends to the bank. Li et al (2010) indicated that privacy has the most serious risk of mobile banking services with concerns over external intrusion resulting in the scrutiny of personal financial details. 
Furthermore results indicate that there was no universally accepted standard technology employed by all banks since several different technologies are currently employed in order to provide mobile banking. Findings also revealed that regulation in the country and do not indicate which technology is to be used for identification or authentication instead, it enforces the problem of security on the supplier of the mobile banking service. Additionally the findings show that mobile banking service providers use of third parties to provide mobile banking services to the customers by dependent on IT systems, technical expertise and detailed knowledge of the payments system. Many of the companies entering this market are using the specialized services of outsourcing partners. This leads to the risk that there may be a chain of companies involved in a customer’s transaction, resulting in a greater likelihood of a problem occurring. This may also result in complications if a mistake occurs, as it may be difficult to work out who is ultimately responsible for any problems or financial loss experienced by consumers. 

Also banks outsource specific roles, however not essentially the legal responsibilities arising from them, to non-bank companies who have the skill to perform them more effectively. This may apply to channel management transaction processing account management and customer care. Subcontracting of main banking functions could result in a loss of controlling authority on the part of financial authorities since banks could be required to insert parts in outsourcing agreements requiring their non-bank partners to deliver right access to supervisors to their properties, systems and documentation. Freese et al (2010) revealed that mobile banking services providers have lack the relevant expertise in-house so number of banks offering mobile banking services outsource related business functions either for reasons of cost reduction or lack of required skills for technology . Hence outsourcing a significant function can create material risks by potentially reducing a bank’s control over that function on the business.

4.3.2 Observation of SMS when Used as a Medium for Mobile Banking
The researcher has explorer the weakness of SMS to be used as mobile banking medium. Thus the respondents were asked to indicate the weakness of SMS while used as a medium of mobile banking services by using likert-scale rating  use a 5 point scale, 1 being the lowest and 5 the highest. 1= strongly disagree, 2 = Disagree 3 = not sure s, 4 =, Agree 5 = strongly agree Tables 4.4 below indicates that out of ten.(10) respondents (90%) were strong agreed that security and privacy have weakness of SMS 

Table 4.4: SMS in Mobile Banking Services




Source: Researcher’s findings (2014)

Findings concluded that mobile banking services lack of privacy and security due to the banks used the SMS technique which does not encryption of the data during the communication between the service center and the customer mobile devices. An encryption of pure text SMS is not possible so the data is transmitted unencrypted. Hence of missing encryption, banks are only offering pure information services like a request for the account balance via SMS to the customer who has include a PIN for authorization in every SMS sends to the bank.
4.3.3 Customers Handling
There are some many issues of mishandling to the customers could have relationship with the risks associates with mobile banking services in Tanzania therefore respondents were asked to indicate the point to which some issues of customers handling to mobile banking services are significant. Five categories of handling customer were presented to the respondent with a request to evaluate their possible significance, this was on a five likert-style rating scale where 1 = without any significance up to 5 = Very high significance, on the decision of their bank to launch these services. From Figure 4.3 below the results found that the handling customers problems by training for agents (90%), implementing technology (80%), educated customers (70%) and examine the pricing change (50%). Thus the findings carried out that handling customer’s problem could be handled by training agents how to handle the mobile banking customers.

Figure 4.3: Customers Handling
Source: Researcher’s findings (2014)

4.4 Assessment of the Causes of Risk for Mobile Banking Services Tanzania
The researcher found it in necessary to ask the third research question to the respondents about the causes of risk for mobile banking in Tanzania. Such question was posed to the respondents because the researcher thought that if the mobile banking users knows the nature and causes of risk for mobile banking services thus will take initiative to prevent excessive risk among the services hence create high performance on the service other hand lack of this knowledge could result into risk related problems such as prone to security and privacy, less likely to make serious protection hence poor service perform.

4.4.1 General Information of Mobile Banking Users
The researcher found it was very necessary asses the mobile banking users general information of respondents because thought that mobile banking users could have relationship with his or her risk facing him or her. From the chart 4 below indicated that the respondents (100%) have account on the bank, (75%) respondents were know mobile banking services, (70%) were using mobile banking services, (65%) respondents have known mobile banking services operators and (55%) were aware of such offers by their bank. 

Finding revealed that the majority of respondents have account this implies that the customers were preferred banks model rather than non-banks model in order to avoid the risks of the services.


Figure 4.4: General Information of Mobile Banking Users
Source: Researcher’s findings (2014)

4.4.2 Withdraw Mobile Banking Money
The researcher found that it was necessary to assess where the respondents withdraw money. This question was asked because the researcher thought that withdraws the money could carry the risk on the services since there are security concern, technology issues and lack of privacy. Table 4.5 below shows that out of forty (40) respondents 35 (87.5%) responded that withdraw money through mobile agents while 3(7.5%) said that withdraw money at Automatic Teller machines and 2(5%) said that withdraw money at the bank teller. This signifies that the mobile banking users often used mobile agents to withdraw mobile banking money.

Table 4.5: Withdraw Mobile Money
Withdraw mobile money	Frequency	Percentage (%)
Mobile banking agents	35	87.5
Bank teller	2	5
Automatic teller machine (ATM)	3	7.5
Total	40	100
Source: Research findings (2014)
The findings shows agents were responsible for payment and receive money between mobile money operators and cash to the customers by using the Know Your Customer (KYC) guidelines but there is no national identity system, to validate the customer identification instead of agents requiring an official form of identification normally the Tanzanian voter registration card, or driving license or a passport or letter from ward or village executive officer that includes a photo and an official stamp. Findings also revealed that agents have critical in most of mobile banking business models since has involved in customer registration and liquidity management, activities that expose them to customer’s transaction details. Additionally, agents are not well equipped to preserve this sensitive information and any leakage may have negative consequence to customers. 

4.4.3 Safety of Mobile Banking Services in Tanzania
The researcher assessed the safety of mobile banking services of respondents because researcher thought that this character was very essential to the researcher as mobile banking risk of respondents was thought to have input on the knowledge of the source of risk for mobile banking service in Tanzania. From Table 4.6 findings shows that out of forty (40) respondents 35(87.5%) responded that mobile banking services is not safe while 5(12.5%) respondents were agreed that the service is safe. This analysis implies that the majority of respondents had strong disagreed about the safety of mobile banking thus mobile banking services is not safe for users.

Findings revealed that mobile banking services has not secure enough to keep financial information and data safely due to the SMS is a main technology and medium used in mobile banking service but this technology has not support encryption techniques therefore this would easily allow other people to read these messages in mobile phone.

Table 4.6: Safety of Mobile Banking Services




Source: Researcher’s findings (2014)


4.4.4 The Causes of Risk for Mobile Banking Services
The researcher found that it was necessary to evaluate the causes of risk for mobile banking services. This question was asked because the researcher believed that there were causes of risk among of the services that could bring effects on the services henceforth poor performance. Figure 4.5 below shows that out of forty (40) respondents ranking the risks of mobile banking as follows as (85%) security, (77.5%) technology, (75%) regulations (67.5%) responded that outsource and (55%) management risk.


Figure 4.5: Causes of Risk in Mobile Banking
Source: Researcher’s finding (2014)
Finding revealed that banks using the Internet as medium for mobile banking services transactions, thus the banks could have proper technology and systems in place to build a secured environment for mobile banking transactions. Security risk increases on account of unauthorized access to a banks critical information stores like accounting system, risk management system a breach of security could result in direct financial loss to the bank. Hackers working via the Internet could access, retrieve and use confidential customer information and also can insert virus. This might outcome in loss of data, theft of or tampering with customer information, disabling of a significant portion of banks internal computer system thus denying service. 

In addition to external attacks banks are exposed to security risk from internal sources e.g. employee fraud. Employees being familiar with different systems and their weaknesses become potential security threats in a loosely controlled environment. They can manage to acquire the authentication data in order to access the customer accounts causing losses to the bank. Findings also revealed that data privacy and confidentiality issues are relevant even when data has not being transferred over the internet. Data residing in banks’ internal systems are vulnerable to corruption if not suitably isolated through firewalls from Internet. The risk of data modification, deliberately or unintentionally, but unauthorized is real in a networked environment, both when data is being transmitted or stored.

Findings show that companies carrying mobile banking services must have strong systems and technology in place but there was a risk that an IT failure could affect services, preventing access to mobile banking services, limiting customer’s access to their money and undermining consumer confidence in these services. The possible impact of this may grow as consumers increasingly rely on mobile banking. Finding also recognize that mobile banking providers could be under strong business pressure to develop and launch mobile banking products quickly, which could risk services being released without enough testing and protection to the customer. Also findings show that mobile banking services have relatively new, there was a greater accidental that users could encounter difficulties using mobile banking services compared with more traditional services, this could result in customers making errors, such as paying the wrong recipient or entering an incorrect amount. Mobile devices such phones with smaller screens and limited keypad, might make these errors more possible. 

Finding revealed that there have non-compliance regulations requirements in the country for mobile banking services due to the validity of transactions and the certification of users through the electronic way was based on digital signatures which was virtual but the legislative framework of Tanzania does not prediction such application. Although the development of technology and application of mobile banking services changed the status both and documents s and signatures to digital form but the country was still based on the physical existence for identifying a person in a documents, signature and the certification of documents. 

Also findings indicated that there no protection of customers personal data due to the customers belongs to two different regulators. It is possible that the intruders can access in the database of the banks and use the data of customers in order to commit a fraud or hackers could access the information during the transmission from the bank to the customers.

Findings show that in order mobile banking providers to provide mobile banking services successfully to their customers might be dependent on IT systems, technical expertise and detailed knowledge of the mobile banking payments system. Thus, many of the banks entering this market were using the specialized services of outsourcing partners which could leads to the risk that there might be a chain of companies involved in a customer’s transaction, resulting in a greater possibility of a problem occurring. Also might result in a difficulty if a mistake occurs, as it could be difficult to work out that is ultimately responsible for any problems or financial loss experienced by consumers.

Findings show that mobile banking is relatively new and, as a result, there can be a lack of understanding among senior management about its potential and implications. People with technological, but not banking, skills can end up driving the initiatives. These people could be expensive and can fall to recover their cost also often positioned as loss leaders to capture market share but may not attract the types of customers that banks wants or expect and may have unexpected implication on existing business lines. Also findings indicate that poor mobile banking services planning and investment decisions can increase a financial institutions strategic risk. 

Finding also show that lacking understanding the risk associated mobile banking services and poor evaluate the resulting risk management cost against the potential return on investment prior to offering mobile banking services. Additionally of poor develop clearly defining of mobile banking services objectives by which the intuitions could be evaluate the success of its mobile banking services strategy. Furthermore the managerial risks occurring damage either from insufficient, inadequate, internal processes and systems or from human factor or other external reasons or failure of administration, insufficient systems

4.4.5 Protection Provided by the Banks of Mobile Banking Services
The researcher found was necessary to assess whether users protected from risk because researcher believed that without customer protection could result into risk. From table 4.7 below the findings indicated that out of forty (40) respondents 22(55%) said bank had responsible for protection of users while using mobile banking services whereas 15(37.5%) said that mobile network operators and banks. While 2(5%) respondents were not sure who provided the protection in mobile banking services and 1(2.5%) responded that mobile network operator had provide the protection to customers. Since the majority said bank, this implies that bank had responsible for customers’ protection.

Table 4.7: Consumer Protection Responsibility While Using Mobile Banking Services 
Protection	Frequency	Percentage (%)
Banks	22	55




Source: Researcher’s finding (2014)





5.0 RECOMMENDATION AND CONCLUSIONS
5.1 Conclusion
Mobile banking services is new services for businesses and customers to access and transfer funds. Therefore mobile banking stakeholders needs to ensure that have stable and risks sensitive systems and controls in place since from the study mobile banking services has not linked to the customer’s current account The findings showed that all risks facing mobile banking services in Tanzania have caused the legal framework in the country which is silently regarding the mobile banking business. Thus banks and mobile network providers have implemented the mobile banking services facilities for the individual purpose of meeting the organization’s benefits like profitability and cost reduction, increase the revenue, advanced flexibility in business processes and attracting new customers but there are no legal requirements that banks practice mobile banking services. 

Furthermore mobile banking systems in Tanzania is not technically banking from either a financial or legal perspective banks do not provide interest on savings or facilitate access to credit from formal financial institutions, does not insure the value stored in the mobile account. Furthermore mobile banking systems in Tanzania is not technically banking from either a financial or legal perspective banks do not provide interest on savings or facilitate access to credit from formal financial institutions, nor insure the value stored in the mobile account.

The findings have showed that there was a regulation for mobile banking services in Tanzania since these services has been controlled different regulators which are BOT that focused on the financial transactions and the TCRA that controls the communication infrastructure. Also findings have concluded that Tanzanian laws does not cover online contracts; the laws recognize written contracts and suitably signed before a witness a requirement barely applicable in cyberspace hence mobile banking services in Tanzania is not legally protected even with contractual arrangements between parties. 

Furthermore .users has no direct contractual relationship with the regulated financial institution. Hence, users exchange cash at agents in return for an electronic record of value. The users carried out transactions at agent that support as the non-bank based service then the client’s money is verified in a cybernetic account on the server of a non-bank entity thus puts the customers on risky. Findings also concluded that law governing mobile banking services in the country is not clear for customer protection due to poor contractual measures made among parties in effecting electronic money transfer the enforcement of customer protection procedures is regularly lacking therefore mobile network service providers and merchants may be exposed to beneficial use or abuse since of insufficient legal framework on information and data protection laws. Also finding show consumer protection risk caused by the legal framework in the country which belongs to different legislative areas such a telecommunications companies which deals with specific processes like protection against fraud and the transparent flow of information and banking that controlled the duties related to the protection of financial sector consumers.

Findings concluded that companies carrying mobile banking services need strong systems and technology in place. Hence there is a risk that an IT failure could affect services, stopping access to mobile banking, limiting customers’ access to their money and undermining user assurance in these services. Also there is technology risk related costs due the acquisition, installation, maintenance and preventions of the necessary hardware and software infrastructure for mobile banking system that requires great outlay in financial. Although banks have introduced mobile banking services and products it is not yet very popular with most of their customers. This could be because the majority of the customers who the banks serve, lack enough access to information technology infrastructure, and knowledge and skills of the services.

Findings concluded that mobile banking services lack of privacy due to the banks use the SMS technology which does not support encryption of the data during the communication between the service center and the customer mobile devices. An encryption of pure text SMS is not possible so the data is transmitted unencrypted. Also the findings have showed that security risk also facing mobile banking services since the bank data may face threats from hackers and data loss occasioned by things like viruses and malware. Hackers may also prolife rate bank system to transfer money from one account to another and this may make both the customers and the bank itself to lose huge sums of money

Additionally the findings conclude that mobile banking providers use of third parties to provide mobile banking services to the customers by dependent on IT systems, technical expertise and detailed knowledge of the payments system. Many of the companies entering this market are using the specialized services of outsourcing partners this leads to the risk that there may be a chain of companies involved in a customer’s transaction, resulting in a greater likelihood of a problem occurring. This may also result in complications if a mistake occurs, as it may be difficult to work out who is ultimately responsible for any problems or financial loss experienced by consumers. Also banks outsource specific roles, however not essentially the legal responsibilities arising from them, to non-bank companies who have the skill to perform them more effectively. Subcontracting of main banking functions could result in a loss of controlling authority on the part of financial authorities since banks could be required to insert parts in outsourcing agreements requiring their non bank partners to deliver right access to supervisors to their properties, systems and documentation.

5.2 Recommendations
Mobile banking services is new services for businesses and customers to access and transfer funds. Therefore MBO need to ensure that have stable and risk sensitive systems and controls in place since from the study mobile banking services has not linked to the customer’s current account. Thus the MBOs should carry out further checks to confirm the identity of the payee and recipient. Mobile banking may also make challenging for organizations to identify and report suspicious transactions. 

Additionally, the government should take measures to prevent the risks of money laundering over mobile banking services through strong legal and regulations systems and controls should be an effective mitigation against such risks. Additionally the joint efforts of the, government, mobile banking services operators and customers are required to eliminate excessive risk in mobile banking services hence to improve security and privacy for mobile banking services in Tanzania.
5.2.1 Recommendation to the Government
The government should set a clear regulatory framework which would addresses business guidelines governing the operation of mobile banking services in order to eliminate risks for mobile banking services in Tanzania. The government should also form laws and regulations framework by both financial and telecommunications regulators regarding consumer protection laws since mobile banking services exchange of huge amounts of data and information between the banks, merchants, customers and telecommunication service providers should be conducted under proper legislation. With the ease of mobile banking transactions, information may be exposed to beneficial use or abuse and fraud. Thus it is dynamic for the Tanzania to have suitable and full legal framework on information and data protection laws.

Also the government should implement the electronic contracting (E-Contracting) law in order apply electronic signatures on the mobile banking services since financial products and services are remotely delivered, the acceptance of electronic signature in the same standing as physical signatures for legal purposes becomes crucial. Furthermore the government should implement the Know Your Customer (KYC) legislation in order to decrease the money laundering of the country hence to increase acceptance of mobile banking services.

Also government should implement a formal security policy for mobile banking services which is subject to periodic review, monitoring and challenge. The security policy should be adequately documented, regularly reviewed and approved by policymaker. It should define security objectives and the underlying risks appetite. The security policy should define roles and responsibilities for enforcing security principles. This should be supported by a robust operating model and clear articulation of roles and responsibilities for risk assessment, control and mitigation, including management of sensitive payment data, for instance via the organizations. The security policy should address proper and secure design and implementation of all components of mobile banking services

5.2.2 Recommendations to the Mobile Network Operator
The mobile network providers should make sure that the technology implemented for mobile banking services comply with the technology standards and other requirements outlined in the provisions regulatory framework. The technology installed in the delivery of mobile banking services should comprise a set of interoperable infrastructure modules that work seamlessly and an end-to-end connection from user device through transport network to the service site. Also the technology should provide the security requirements of the regulatory framework, the mobile banking services should use any mode of communication including, but not restricted to, the following Secure SMS.

The security issues information and data must be encrypted using messaging minimum encryption standard of Triple Data Encryption Standard (3-DES) encryption between customer’s phone and the service provider (Telecom Company). Moreover, transactions on an account should be allowed only after authentication of the mobile number and the PIN associated with it and mobile banking services should not allow the option of saving the PIN either on the handset or on the application, besides the PIN should not travel in plain text during the transaction
Additionally all subsequent routing of messages to the scheme providers’ servers must be with the highest level of security with dedicated connectivity like leased lines. Hardware Security Module (HSM) exists between central switch, service providers and all financial or third party institutions that contribute in the system and any sensitive information stored in third party systems should be restricted with appropriate encryption and hardware security standards. Moreover appropriate infrastructure and schedules for backing up data should be periodically tested to ensure recovery without loss of transactions in a time setting as specified out in the security policy for the purpose of business continuity.

5.2.3 Recommendations to the Financial Institutions
The Bank’s business needs to be for a cost effective compliance strategy which implements not only technical controls for information security but also policies, procedures and organizational changes as well. The business impact is that failure to meet the requirements deadlines and on an on-going basis may result in penalties, shut down of operations, loss of customers and may damage the banks status .The banks should practices across the regulations include authentication, access controls, data integrity controls, encryption, audit controls, developing and enforcing a security policy.

Financial Institutions should be responsible for looking and obtaining necessary approvals from the regulatory authorities the arrangement and delivery of the mobile banking services to the customer ensuring that the mobile banking payments meets all specified mobile banking standards putting in place suitable measures to mitigate all the risks that could arise from the deployment and use of its mobile banking services and educating the customers on the appropriate use of the services, recruiting and training.

Additionally FI should appoint and managing the agents to facilitate the following activities in connection to their mobile banking services, enrolment of customers, deposit, and withdrawal cash-out. Also should carry out the following due diligence before employing an agent; where agent is an individual, the name, address, signature and/or finger prints of the agent should be obtained and verified appropriately; where the agent is a corporate body or a registered business, the bank should verify its registration and obtain the following documents copies of certificate of registration of business, memorandum and article of association. Furthermore bank should be monitor the agent’s cash float at all periods and evacuate same based on pre-agreed limits shall establish reasonable and control procedures around the activities of the agent. Additionally bank should purchase a loyalty insurance cover for the activities of its agents and maintain customer complaint help line which should be clearly displayed at the offices or kiosks of the agent. 

5.2.4 Recommendations to the Customers
Users must ensure the protection of PIN or Password and proper confirmation of transaction details and recipients’ mobile phone numbers at all times before authorizing transaction. Also should report of fraud cases or attempts, errors and complaints to the regulator through the offices of the central bank of Tanzania if resolution to complaints is unjustifiably delayed. Additionally comply with all security rules as provided by the mobile banking operator.
5.3 Future Research
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Appendix 2: Financial Budget






V	Typing, Printing and Binding	500,000.00
Vi	Communication	300,000.00













To be filled by the CRDB Bank staff
1.	How long have you been in mobile banking service industry?
(Tick the appropriate option)
Years	Less than three	Three	More than three
			

2.	What are your objectives for offering Mobile Banking services?
 (Please rate your scale, use a 5-point scale where 1 = without any significance up to 5 = Very high significance) 
Objectives	Significance
	1	2	3	4	5




Improved customer relations management					
Differentiation about competitor					
Increased effectiveness of the workflow					
Increased motivation of the workforce					

3.	How did you handling electronic inventory (electronic float) mobile banking services agents?(Put a tick in the appropriate selection)
Inventory handling	Option
Using super agents and master agents	
Selling and buying electronic value directly to and from agents	
Using outsourced (third-party agency)	







5.	Did your bank consider the risks associates Mobile Banking services?
(Please rate your scale, use a 5 point scale, 1 being the lowest and 5 the highest. 1= strongly disagree, 2 = Disagree 3 = not sure s, 4 =, Agree 5 = strongly agree)
	Significance
	1	2	3	4	5
Security concerns e.g. for transactions					
Privacy concerns					
Compatibility problems with existing IT infrastructure (New Technology)					
Lack of necessary internal expertise 					
Regulations and policies					

6.	SMS is worldwide often used as a standard to conduct transactions in Mobile Banking Services. It has however so far failed to produce the similar level of helpfulness in Tanzania. Are there in your view certain weaknesses of SMS when used as a medium for Mobile Banking?







7.	How you handling customers complain? (Put a tick in the appropriate selection)
Handling	Options
Invest in agent training:	






To be filled by the CRDB bank Customers. 
1.	Tick the selection 
	Description	Yes	No
I	Do you know mobile banking services?		
Ii	Do you know any mobile banking services operator in Tanzania		
Iii	Do you have bank account?		
Iv	Does your bank provide mobile banking services?		
V	Do you use mobile banking services provided by your bank?		

2.	Where do you usually withdraw mobile banking money? Select one.
Option 	Options
I	Mobile banking agents 
Ii	Bank teller
Iii	Automatic teller machine (ATM)
Iv	Retail shops
3.	Do you think mobile banking services in Tanzania are safe?




4.	What are the causes of risk for mobile banking services? 















These questionnaires have prepared by a student pursuing a Master Degree in Project Management at the Open University of Tanzania. It aims at collecting data for the research titled as Assessment of risk awareness for mobile banking services users in Tanzania. CRDB bank Mbagala branch in Temeke Municipality.

Dar Es Salaam has chosen as the area of the study for this research.

The finding of this research will be used by researcher in writing academic report which will be submitted at the University Upon the completion of field study for the award of masters in MPM offered at OUT. 

However for the success of this work you are requested to assist the researcher by responding to the questions attached to this paper. Kindly be informed that the finds will be used for academic purposes only.
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